MindPoint Group Capabilities
DYNAMIC CYBERSECURITY SOLUTIONS FOR EVOLVING THREATS
MindPoint Group helps identify and defend against threats, close security gaps,
manage risk—transforming your cybersecurity posture in the process.

About MindPoint Group
MindPoint Group is a trusted security consulting firm with
an extensive list of customers, and a history of outstanding
service delivery. We stay true to our founding partners’
original mission: becoming the trusted cybersecurity partner
and advisor to each of our customers by consistently
exceeding their expectations.

Our Team
Headquartered in Alexandria, VA, we are over 100 expert-level
cybersecurity professionals. From the beginning, we have placed
a premium on our employees. Our consistent ability to retain and
enable our team to excel personally and professionally is key to
our capability. We have a TS facility clearance and 90% of our
customer-facing employees are cleared.

Sample government customers

DoJ

NASA

VA

GSA

DoT

IRS

USAID

DoC

Service Areas
We are a full-service cybersecurity organization. Our expertise
includes:

| Governance, Risk, and Compliance (including FedRAMP 3PAO)
| Security Operations, SOC-as-a-Service
|

F
 edRAMP, vulnerability, security, defensive posture, and thirdparty assessments

| Vulnerability analysis and penetration testing
|

S
 ystem, cloud, and security architecture design, automation,
and implementation

VISIT US mindpointgroup.com

EMAIL info@mindpointgroup.com

MindPoint Group Capabilities

Capabilities that Deliver Results

|

D
 eveloped and operated customer’s multi-tenant collaboration environment and custom application development.
Result: Savings of $4.5M over 5 years.

|

M
 igrated entire customer classified IT environments to newly designed and implemented managed virtualized
infrastructure. Result: Decreased deployment times and increased resiliency.

|

D
 eployed critical technologies to enable us to provide security monitoring and incident response for the environment
and all hosted applications. Result: Delivered a fully cloud-based cyber operations capability.

|

L
 ed the comprehensive overhaul of capabilities, including migrating log aggregation capabilities and customer SIEM
to enterprise Splunk, replacing the customer case management system, and implementing advanced enterprise
endpoint tools. Result: Reduced time-to-detection, increased detection capability.

|

D
 esigned, implemented, and manage customer’s Security Operations as a Service. Result: Delivery of the first
available US Government SOCaaS offerings.

|

P
 erformed code reviews and application penetration testing support for over 150 applications that undergo
configuration change testing requests 200 times per year. Result: Consistently validated secure applications.

Notable Achievements
| 2 019 GSA Centers of Excellence BPA Awardee
|

2
 019 Washington Business Journal
Best Places to Work

|

2018 N
 ASA Recognition of Excellence

By the Numbers
| 3 0% of our workforce are veterans.
|

5
 5% of our workforce are minorities.

|

9
 6% Dun and Bradstreet rating.

|

5
 -star Glassdoor employee rating.

Core Values
We focus on one and only one thing: IT security, and we’ve built this entire company around core values that enable us to
deliver the best services available:

|

|

T
 rust and mutual respect - A diverse workforce is
crucial for any business, we respect these differences
and always address one another in a respectful
manner.
Honesty - We expect our employees to be honest and
transparent with our customers and one another.

|

Accountability - Everyone at MindPoint Group is
accountable for his or her actions, including to our
teams, customers, partners, and actions.

|

Focus and direction - Our only focus is cybersecurity.

|

I nnovation - We think outside of the box, and develop
new ways to solve today’s cybersecurity challenges.

For more information about our cybersecurity services, please email bd@mindpointgroup.com
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